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The rapid and negligently-accepted status quo of allowing unsecured access to the Universal Serial Bus (USB) ports of contemporary corporate desktop personal computers (PCs) has left the once-closed corporate desktop open to the connection of many different types of external devices. Some of these devices can be very useful in performing day-to-day tasks, but the indiscriminate nature in which access is granted to the devices does not easily allow separation of good and bad. In addition, a general ignorance of the security issues surrounding the use of a personal computer’s (PC) USB ports has left them open to intruders as a viable point-of-attack.

The most documented concern of USB proliferation at present is the unprecedented easy attachment of large removable storage devices that may be used to take copies of large amounts of company data outside of the company and therefore outside of company control. Such a concern is a great risk to the confidentiality of that data. Some methods for exploiting this vulnerability will be described, and some solutions, present and future, for dealing with the quagmire will be discussed.

The content will focus on issues relevant to Microsoft Windows XP since each of the issues is also present in prior version of Microsoft Windows which fully supported USB, starting with Windows 98; Microsoft Windows is by far the most heavily used operating system on the corporate desktop, accounting for 90- to 95-percent of the installed base of desktop operating systems (Jump, 2004). Furthermore, this operating system is receiving the most attention from Microsoft with respect to the resolution of security issues, so Windows XP is the most current from a security perspective; prior versions can only be less secure.

Key USB features

The following features of USB (Quatech, n.d.) will be discussed throughout the paper, and so a brief explanation is provided here, along with a comparison of the feature to the status quo prior to USB’s general availability.

· Driverless operation: USB devices belong to device classes, and drivers for these device classes are included in the Windows operating system. For example, all USB hard drives, regardless of manufacturer, use the same driver, and this driver is included in the Windows operating system. This allows a device to function without needing to install a driver manually.

· Prior to USB, an intruder would have to locate and install a driver for the device from an external medium (usually a floppy disk or CD-ROM disc). Device classes did not exist, so the intruder would need to have a driver for his/her specific piece of hardware.

· Hot swapping: USB devices can be added and removed to the system without needing to reboot or power down the system for them to be detected. The devices are detected as soon as they are attached, the driver is automatically loaded, and the device is available to the user almost immediately.

· Prior to USB, an intruder would have to shutdown, restart, and log in to the system before your device was available for use.

· High data rate: USB is capable of transferring up to 480 megabits (Mb) per second, so can theoretically accommodate the transfer of one gigabyte (GB) of data in 21 seconds. A 200-gigabyte hard drive can easily function as a USB device. 

· Prior to USB, the main transfer option was the floppy disk, which could transfer less than 500 kilobits (Kb) per second and could only store 1.44 megabytes (MB) of data. Some driver-requiring devices that used the IEEE-1284 EPP port were also available, but they were limited to transfer rates less than two MB per second and were not guaranteed to work if the port was not configured for EPP mode. The Basic Input/Output System (BIOS) also allows for this port to be disabled, which is easily done if printing is performed over an Ethernet network connection and the port is not required.

· Bus power: USB itself provides enough power on the data cable to operate low-power devices such as memory card readers and some image scanners.

· Prior to USB, an external device would require an external power adapter.

Security difficulties introduced by USB

Floppy drives vs. USB storage devices

Before USB became available on corporate desktops, there were very few options for bringing data in and out of the desktop computer. The most popular option was the floppy drive, which had a very small storage capacity and had a significant amount of security infrastructure around its use. For example, the computer system’s BIOS, which configures basic startup instructions to determine how the system will behave before it loads the operating system, can be modified to only allow read access to the drive, preventing data from being taken outside the office (Wong, 2004). The BIOS can also be configured to make the floppy drive invisible to the operating system and therefore unusable, or it could be removed from the system entirely. In addition, many BIOS’s contain built-in antivirus protection for well-known boot viruses and can keep the system safe by halting the system if a disk is inserted which contains a virus, before it enters the operating system and has an opportunity to affect user data (Trend Micro, 1998).

As Yacono (2004) observes, of the above controls over floppy drive access, they are either unavailable for USB, or are impractical because using the control would severely impact acceptable and desirable use. BIOS controls for USB are very limited and inconsistent between different computer models. Very few BIOS’s detect and know how to read USB disks at system startup (Microsoft Corporation, 2004b). Because of this, they cannot block access to a particular USB device before the operating system takes control (and, even if they could, with the hot-swap nature of USB, and the fact that up to 127 devices can be connected to USB, not all of which have to be storage devices, this would be a very complex system for a bootstrap program, like the BIOS, to handle). USB can be disabled entirely on all systems at the BIOS level; this, however, means that valid uses of USB, such as a desktop printer, image scanner, or personal digital assistant (PDA), would be impossible. Mossberg (2004) provided a good overview of a valid and desirable business use of USB that cannot be satisfied with another interface. Most current image scanners and PDAs only offer USB as a connection option, so using a different interface is not a solution if the use of such productivity-enhancing products is required. PDAs, in particular, are essential to many business users and success stories are driving further usage (Wallage, 2004).

Increased window of opportunity for data theft / duplication

The window of opportunity required for an intruder to steal data from an unsecured PC is much larger with USB. Prior to USB, you would have to know what operating system was being used on the target PC in advance – this was usually Windows, but the version was also important – find the correct driver for your device for that operating system, attach the device to the PC, plug in the power adapter for the device, install the driver for the device (assuming the PC had an enabled floppy drive, otherwise you’d be out of luck) and reboot the operating system, at which point you would not be able to access the device because you would have to log in as the user whose unsecured PC you had found. USB’s features of convenience, such as hot-swapping and driverless operation, negate both of these roadblocks because you would not need to locate and install a driver, and you would not need to reboot, and therefore log out of, the PC. The capacity of its storage devices is also a threat – a 1 GB flash memory card, enough to store entire databases, now costs about US$100
, with larger devices scaling approximately one-to-one in price, or better
; in comparison, a floppy drive could hold 1.44 MB, which is not large enough to hold many individual files in entirety, let alone an entire database. The high data rate of USB also makes copying 1 GB of data very fast. In addition, the bus power feature means that an intruder can carry a device for information theft in his/her pocket because a bulky AC adapter is no longer required to power the device. Indeed, some USB storage devices are designed to function as a keychain, such as the Verbatim Store’n’Go (Verbatim, n.d.), and do not even require a cable. Contu (2004) suggests that the risk also extends to devices such as Apple’s iPod, which are popular and therefore inconspicuous, yet offer the ability to store files as well as performing their primary function of playing music. The ability to transport large amounts of data outside of the work environment poses a risk to the confidentiality of that data. Furthermore, Windows XP does not offer the ability to audit the connection and disconnection of USB devices, so intrusion detection is also difficult.

With the aforementioned issues in mind, it is alarming that, according to Workplace Law Network (2004), security firm BeCrypt found that 85% of employers had no security policy in place to control the use of USB storage devices, yet 63% of the employees surveyed had connected such devices to their work PCs. More than 50% were not aware of the security issues surrounding use of the devices, and nearly 25% admitted to having lost such storage devices. Similarly, Dunn (2004) cites a survey that suggests many IT managers do not appreciate the threat that USB poses to their systems.

In conjunction with “AutoRun”

Microsoft first introduced a feature called “AutoRun” (Microsoft Corporation, 2004a) in the Windows 95 operating system. This is a feature that automatically launches content from a CD-ROM disc when it is connected to the system, without user intervention. The feature was intended to make software installation easier by allowing a user to simply insert a software CD into their CD-ROM drive and have the content automatically start, without requiring the user to locate and manually execute the installation program.

While a system administrator may be able to disable or remove internal CD-ROM drives and floppy drives on the corporate PC so that no external software enters the corporate environment, this is not so easily done when the PC requires the USB ports to be enabled in order to connect the keyboard and mouse, removing the possibility of disabling the PC’s USB ports. There are many types of AutoRun-compatible devices that may be connected to a PC via USB, including CD-ROM drives. The danger here is that an attacker wanting to steal data (compromising confidentiality), compromise the integrity of data (compromising integrity), or introduce a virus to the company’s network (compromising confidentiality, integrity, or availability), could simply sit down at a PC, connect their USB device, and walk away. They do not even need to interact with the PC – the AutoRun feature can be used against the PC to execute arbitrary content automatically; all the attacker would need to do is prepare an appropriate AutoRun-configured CD in advance, which is a trivial task with today’s very inexpensive CD creation hardware and software.

One journalist’s experience (Garfinkel, 2004) is that AutoRun also activates when inserting a memory card into a USB memory card reader, thereby combining the AutoRun attack with latter’s easily disguised and inconspicuous nature. Furthermore, a bug in some versions of Windows prior to Windows XP, versions which many companies are still using, permitted AutoRun content to be automatically executed from the PC’s fixed hard drive (SecurityFocus, 2000). By copying the AutoRun initialization file to the root of a fixed hard drive, the content would execute the next time the drive was opened in Windows Explorer. If the user happened to be an administrator, this could have very serious consequences. At least one Trojan horse (Symantec Corporation, 2002) has been created to exploit this vulnerability.

Possibility of wiretap attacks

The “B” in USB stands for “Bus”, which means that all devices connected to the bus are on the same wire (Dictionary.com, n.d.) and have an opportunity to read the data intended for all devices on that wire, yet should only respond to the data intended for that device. Being an open standard, details of the protocol are readily available (USB Implementers Forum, Inc., n.d.). Since USB was designed as a modern replacement for the numerous communication ports on consumer personal computers, encryption was not a concern and the data travel unencrypted on the cable. This provides an opportunity for two types of “wiretap”: physical, and logical.

Physical wiretap

A physical wiretap would be achieved by attaching a device to the USB whose sole purpose was to capture data traveling on the bus and store it for future use. Passive bus analysis devices that perform this function for hardware engineers are readily available, such as CATC Advisor (Computer Access Technology Corporation, n.d.), which demonstrates the feasibility of this type of attack. Since most USB devices are attached by a cable connected to the rear of the PC, such a wiretap could be hidden behind the user’s PC. This vulnerability puts the confidentiality of data at risk.

Logical wiretap

A logical wiretap would be achieved by inserting a piece of software between the USB host controller (the hardware) and its device driver (the software which controls the hardware). The wiretap filter would intercept all data being passed to and from the operating system, make a copy, and pass it on to the intended destination. This data could be stored for later retrieval or, more conveniently, transmitted with a software script to an unsecured network location where the criminal could retrieve the data at his/her convenience. Such software can be obtained legitimately because the same functionality is useful for hardware and software engineers when diagnosing and developing their devices and supporting drivers. One example of such software is HHD Software’s USB Monitor (HHD Software, n.d.). As with the physical wiretap, the confidentiality of data is at risk because of this vulnerability.

Potential for capture-replay attacks in user authentication

In addition to storing data, the possibility of physical wiretap also poses a risk in capture-replay attacks, where authentication devices connected via USB have their session data captured during legitimate use for later playback for illegitimate use. An unprotected fingerprint reader, for example, may have its data captured by a physical wiretap device when an authorized user uses the fingerprint reader to log in to his/her PC. Later, to gain access to the PC, an intruder would simply have to playback the captured data over the USB cable and be granted access to the PC, thereby completely eliminating the security offered by the fingerprint authentication requirement (CESG, n.d.). Since user authentication could be compromised with such an attack, the confidentiality, integrity, and availability of any data that the user has sufficient access to affect would be put at risk by this vulnerability.

Why was USB not designed with security in mind?

USB was not designed with security in mind because it was an enabling and ease-of-use innovation for the consumer market, which was struggling with the connection of external devices to the home PC (Slater, 1999). Prior to USB, devices could only be connected to the RS-232 serial ports or IEEE-1284 parallel port, both of which did not offer hot plug ability, complicating at-will connection and disconnection, and had very slow data transfer rates, making them impractical for many applications. In addition, the number of devices that could be connected at one time was very low since mandatory system devices, such as the mouse and printer, used two of the three available ports. The quality of the connection and user experience was entirely dependent on the quality of the driver written by the manufacturer for the device, which was often low. As a result, acceptance of USB was very quick, and, since PC manufacturers use the same system boards for consumer and corporate desktop PCs, USB found its way onto corporate desktops by default, if only because their keyboards and mouses were connected through USB ports. Its sufficiency for functionality has caused security issues to be ignored.

Illustrating this, Zarowin (2003) hails the arrival of USB as a great contribution to ease-of-use, and appreciates the inclusion of all necessary software for installing USB devices in the operating system. Because of that, he says, his article in the Journal of Accountancy promotes use of the technology on this basis alone. The only concern in his article is usability, and no mention is made of the security implications of such a technology.

When USB 2.0 was touted at a USB developer’s conference by a member of the founding consortium in 1999 (Slater, 1999), all of the benefits mentioned related to convenience and ease-of-use. The fact that USB was prevalent in the corporate environment was marveled at, yet security was not listed as one of its shortcomings. In fact, it was put forward as a feature that IT departments did not have to deal with the device connection and configuration issues that they had been charged with in the past because the system would do it automatically. In addition, it further promotes and strives for the abolition of other connectivity options on the PC.

Possible solutions

A number of possible solutions, future and present, exist to help solve the USB security problem.

Windows XP Service Pack 2

Windows XP Service Pack 2 provides system administrators with the option to turn on an all-or-nothing USB block storage write-protect feature. This prevents data from being written to all USB storage devices. Questionable, though, is how this will work with PDA devices, which are an essential business requirement in some organizations. Data must be written to the PDA in order to synchronize calendars and e-mail with those on the desktop PC. Many PDAs offer office document synchronization, which could be used to remove documents from the office. And, reading from storage devices and PDAs would still allow viruses to be introduced into the computing environment.

Windows Longhorn

Recognizing the importance of doing so, Microsoft will endow the next major version of Windows with comprehensive security settings for USB devices (Fried, 2004).  However, this product is not due to be released until 2006.

“White listing” of USB devices

Szersen (2004) suggests the use of a USB “white list”, which, when placed on an end-user PC, identifies sanctioned USB devices by their device ID string and allows only those devices to establish a connection with the PC. This would permit sanctioned PDAs, for example, while locking out all storage devices. It could also be tailored to an individual user’s needs. Contu (2004) suggests the use of personal firewalls to control access to USB ports, or a product such as SecureWave’s Sanctuary Device Control, which controls which devices can and cannot be connected to a PC and adds the ability to audit device connections and failed attempts to connect banned devices.

Locking workstation when away

Having employees lock their workstations whey they leave their desks would go a long way toward preventing data theft. Data cannot be copied to an external storage device if an intruder is not able to operate the PC in order to select which data they want to copy, and except for the oldest versions of Windows, the “AutoRun” feature will not function when the user’s PC is locked (Conorich, 1999). However, this only prevents intruders from stealing data and helps to ensure correct association of audit events with a specific user. It does not prevent an employee from using his/her own account to take data from the corporate network outside of the company’s walls, and it does not prevent physical wiretap attacks. Locking the workstation is difficult to enforce, and unless it is an ingrained habit, it is easy to forget to do when called away for an emergency. Lengthy operating system startup times can also leave a workstation unlocked when the user leaves his/her desk for a washroom or coffee break after entering their password, but while waiting for their profile to load and for their computer to be available for use.

Written company policies

Contu (2004) suggests that companies should have a written policy regarding the use of portable storage devices, if they are to be allowed at all. Managers must be trained in the procedures to be followed for use, and training must be carried out in order to increase awareness of the issues surrounding the use of USB storage devices. BeCrypt also suggests establishing a procedure for reporting loss or theft of such devices (Workplace Law Network, 2004).

Protecting the external USB traffic

One way to protect the confidentiality of the data traffic as it travels between the USB device and the PC is with encryption. Since data traveling the USB is not encrypted, to achieve encryption the data must be encrypted on the device before it is sent over the data cable. This would protect against physical and logical wiretap attacks by making captured data meaningless.

Capture-replay attacks can be counteracted by using a challenge-response system in which the user is prompted for different responses each time they log in (CESG, n.d.). For devices, the devices themselves can be given enough intelligence to respond to the variable challenges of the PC as a means of authenticating the device before transmission takes place (Ratha, Connell, & Bole, 2001). A captured data stream would not have such intelligence, and would fail the challenge-response mechanism.

Summary

Widespread, fast acceptance of the Universal Serial Bus (USB) as a standard for the attachment of external peripherals to the corporate PC has left the corporate network open to threats that were easily preventable in the past. The confidentiality of data stored on the corporate network is threatened by the same features that make USB an attractive connectivity option. Easy, driverless, and hot-swappable connections, a high rate of speed, and the wide availability of affordable, large-capacity miniature storage devices makes copying large amounts of data from the network a trivial activity. In addition, the introduction of outside devices – a previously avoidable situation – opens the company to infection by computer viruses, thereby threatening the integrity and availability of data and systems on the company network. Furthermore, the lack of administration options for securing USB in Microsoft Windows often limit administrators of the most popular corporate desktop operating system to an all-or-nothing proposition, removing the possibility of valid, mission-critical uses for which no other connectivity option may be available.

The risk presented by USB to an organization can be mitigated with the use of third-party products, but not before the organization recognizes and appreciates the risk, evaluates the currently unleashed status quo, and builds a plan for dealing with the chaos without crippling legitimate use.
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� On October 21, 2004, a SanDisk 1GB CompactFlash card cost US$99.99 at Amazon.com


� On October 21, 2004 a SanDisk 2GB CompactFlash card cost US$129.99 at Amazon.com, and a SanDisk 4GB CompactFlash card cost US$299.88.





