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Abstract

Home users of a new breed of digital devices – cameras, video cameras, portable music players, television, and video recorders – have adopted them at a steady pace. The convenience and capability offered by these devices is tremendous, but our ability to manage and access the content has not met the same pace. Much of these data – consisting of both valuables such as purchased digital content, and invaluables such as family videos and photographs -- are stored on personal computers with no rigid backup mechanisms, and the archival mechanisms that do happen to be used are not proven to have the lifespan or availability that their users anticipate them to have. Furthermore, the poor integration with the devices normally located in comfortable living rooms makes it difficult to access this content from a location suitable for leisure. For this reason, it is appropriate to suggest a digital media network for the home in order to address these deficiencies. Such a network will revolve around a central server which stores all content in one location, making it available to many terminal clients located around the house. The centralization also permits easy backup management and makes it simple and cost-effective to implement the redundancy mechanisms used in the enterprise.

From the network perspective, the challenge is to interconnect the server and the clients in a way that is sufficient for the bandwidth needs of the media transmissions, easily implemented within an existing house structure, and secure enough that intruders cannot break into the system or spy on network content, which would have severe privacy implications. The discussion that follows will address these issues and provide a starting point for the construction of a digital media network for the home.
Rationale for a digital media network for the home

It is valid to question the need for a digital media network in the home. We currently have access to television, telephone, and the Internet without the use of such a network, and the experience is quite good. We are able to connect emerging digital devices such as video and still cameras to our personal computer (PC) and access their content, edit it, and archive it to writeable CD or DVD disc. We are also able to access all of the content of the Internet, including web sites, radio stations, digital music, and digital video. So, why do we need to go further?

We need to go further because this content is not readily available throughout the entire house. For leisurely use of such content, it needs to be readily available without long, repetitive setup times, and it needs to work reliably each and every time. For example, to read Internet content or listen to purchased digital music or an Internet radio station, we must usually sit in an uncomfortable computer task chair in front of the PC to do so. Notebook computers offer other possibilities, but the setup time can be extensive and do not permit the connection of content to home audio and video systems into which many people have spent a lot of money.
We also need to go further because these data are not as secure as we think they are. PC hard drives used as staging and storage areas for digital content can fail through malfunction or user error, and CD and DVD discs used for archiving have uncertain lifespans. This is not new and has always been the case, but now that we are generating and storing our memories on PC-based media through our adoption of digital cameras and video cameras, and acquiring expensive digital content as encouraged by Apple’s iPod, where a 500-song library is worth $500, it has become more important than ever that these data be safe.
The goal of the discussion that follows is to provide an entry point to easy, comfortable access to digital music, videos, television (live and recorded), and photographs to a variety of locations within the home, delivered and managed by a central source.

Data security

In speaking of data security, for the purposes of this discussion the focus is on availability and integrity. Confidentiality is an important issue and will be discussed where it applies to wireless networking later in the paper. However, since the signal of most other home network types is confined, the confidentiality concern is limited to the configuration of outside access to specific network resources and such discussion is outside the scope of this paper.

Availability of digital content is of concern because of the speed at which technologies are replaced in the current computing environment. For example, it was not long ago that the home user was able to archive data on floppy disks. Such data are now unavailable to some users because floppy disks have been replaced by tiny, removable USB solid-state storage devices on some new systems. The data exist but cannot be read and so are unavailable. The situation is manageable in the short-term for 3.5” floppy disks, which are still produced and sold at retail outlets, but the devices to read 5.25” floppy disks are scarce.
More recently, writeable CDs were introduced and offered a means of storing large amounts (~ 700MB) of digital content for very little cost (~ $0.50 per disc). Even more recently, writeable DVD was introduced and offers either 4.7GB or 8.5GB (cost ~ $1 or $5, respectively). This is of great convenience, but it is uncertain how long the devices required to read these discs will be available. It is quite possible that, in 20 years time, no such devices will be in existence, and the data stored on such discs put into storage and forgotten will therefore be unavailable.
Integrity of digital content is also of concern with CD and DVD discs. The technology is relatively very new, and there is little evidence to back up the claims of media manufacturers that their discs will last 70-200 years; early CD products were assumed to be stable, but imperfect lacquer coatings on the discs led to oxidation of the aluminum used in the construction of the disc (Crow, 2000). Longevity claims are also based on ideal storage conditions, with respect to handling, light, temperature, and humidity; for example, each exposure to light reduces the reactivity of the dye used to construct the disc. I have personally lost digital content stored on writeable CD discs that experienced no mishandling, and there is no way to recover those data. Many media manufacturers offer a long warranty on their products, but it is limited to the cost of physical media replacement only; 50 cents as compensation for the loss of valuable and irreplaceable data is of little consolation. Archivists (particularly those dealing with digital content) are intimately familiar with this issue, as illustrated by Crow (2000).
A home digital media network addresses both of these concerns by centralizing the storage on a media server, around which the network is built.
Centralized network storage

The centralization of storage opens the door to the use of data protection methods similar to those used in the enterprise. Centralization is key to the use of these methods because it reduces the redundancy and complexity involved in this task when you are dealing with many different access points, as would be expected in a home media network; complexity must be reduced if it is to be manageable in an environment where no experts are available to support the system.
Centralization also addresses the availability and integrity concerns of data security. By focusing efforts on one storage location, the probability of data being archived to a disc, placed in storage, and forgotten about until it is too late to find hardware to access the disc is reduced. Also, with centralization, it is easier to protect the integrity of the entire data store by adding backup (through scheduled online data backups to a secondary data store of equal size), or redundancy solutions (such as RAID Level 1, or RAID Level 0+1), which have both been inexpensively available at the consumer level since at least 2001 (Kozierok, 2001). Using either method, all data are protected in one place, and recovery is simply a matter of replacing the hardware and rebuilding the drive; with redundancy, this would be automatic. In the case of a failed disk in this scenario, and unlike the scenario of failed CD and DVD discs, the hardware warranty is of real value. Hard drives will undoubtedly evolve and change just as other technologies do, but the simplification of the data environment and resulting focus on a single, visible location will make this much less challenging than with other, heterogeneous solutions.
Network assumptions and requirements
Construction of the home media network itself requires careful consideration of the environment in which it will operate. The methods that are used to construct it will also depend on whether the house is yet to be built, or is an existing structure. For example, running wires is much easier to do when a house is under construction, and it would be wise to run Cat5E or Cat6 cable for Ethernet to each and every room in a new house.
Assumptions

The network will be based on the assumption that media will be distributed from a Microsoft Windows XP Media Center Edition server. This is the only currently available media platform with a firm strategy, and has expected sales of 12-15 million units in 2005 (Lynch, 2005). A recent mass-market video game console (XBox 360) was recently introduced with the ability to act as a Media Center terminal, it supports High Definition TV, and subscription-based Internet content is already available through its interface
. Media Center Extenders are also available from third-parties to provide terminal access to content. All of these factors combine to make it a reliable predictor of what will be required to support a fully functional digital media network.
The assumed fictional scenario that will be used for this discussion is that of an existing household with two televisions near two stereo systems, two personal desktop computers, and one notebook computer.
Requirements

The most bandwidth-intensive application that can be expected of the digital home network is that of television. A future-proof media network should be able to support a steady stream of 12Mbps to each access point that is required to access TV content, based on the 9Mbps requirement of MPEG-2 in Media Center
, plus a 33% margin. 12Mbps far exceeds the DVD data rate, which generally has diminishing returns above 6Mbps (Taylor, 2005). This must be multiplied by the number of TV viewing locations and multiple-access collision inefficiencies must be considered. The data rate for viewing of photographs is low and does not require a sustained data rate, so it will be assumed to be supported by the 12Mbps rate.
Music and radio listening have a much lower data rate requirement. An extreme requirement would be that of uncompressed CD audio, which has a data rate of just over 1.4Mbps. This requirement, plus headroom (total 2Mbps) will be used for each access point in order to accommodate all possible audio applications. Most digital music is compressed into MP3, WMA, or AAC format, which all have bitrates of approximately one-tenth of the uncompressed rate.
Candidate network technologies
A number of different technologies are available for constructing the media network, the most important of which are discussed below. Each of these technologies can be interconnected using bridge adapters, so it is possible to use each different type where it is most useful.

Ethernet
Ethernet CSMA/CD is the preferred connection method for all devices. It is secure for this application because it is confined to the premises, and offers very fast speeds; 100Mbps technology (IEEE 802.3u) is currently affordable, and this is upgradeable in the future to 1000Mbps (IEEE 802.3ab) over existing cable (Zabor, 1999) when such technology becomes more affordable for home applications. The downside is that cabling must be run to every access point, and in the fictional scenario this may be challenging in some locations, particularly to those with finished walls and ceilings. Each of these technologies has a distance limitation of 100 meters; repeaters must be used between segments if this distance must be exceeded.
Wireless

The IEEE 802.11 family consists of numerous technologies (802.11a, 802.11b, 802.11g) for wireless Local Area Networks (LAN). IEEE 802.11b is immediately excluded because today’s equipment supports both ‘b’ and ‘g’ in the same device, they both operate at the same frequency (2.4GHz range), and ‘g’ is approximately 5 times faster than ‘b’ (54Mbps vs. 11Mbps). 802.11a is excluded because its higher frequency (5.8GHz) means that it gets less range for the same amount of signal power when compared to lower frequency signals (Intel Corporation, 2005a), and the FCC limits both technologies to the same maximum amount of signal power. Also, the availability of devices that support the 802.11a standard is limited, and the cost of them is higher. It should be noted that 2.4GHz-range devices have competition in the home environment; microwave ovens and cordless telephones also share this frequency. Telephones identified as 802.11- or “WiFi”-friendly should be selected for the environment, and access points near microwave ovens must be avoided, relocated or converted to regular Ethernet. 

Another downside to wireless networking is that it is insecure by default. Communication can be interrupted and intercepted by anyone who is within the access point’s signal range. Combined with broadband Internet access, this means that any activity performed by someone else using your connection will be traced back to you. It also means that your content is unsafe, which has privacy implications. Many wireless interfaces come with security turned off by default because all of the possible combinations of configurations (for example, different versions of Microsoft Windows have different levels of support for wireless security) make technical support challenging and documentation difficult. The idea behind default insecurity is that, with security turned off, everything will work when it is plugged in. Configuration of wireless security requires further knowledge and action.
The first attempt at wireless security came with Wired Equivalent Privacy (WEP), which operates at the data-link layer of the OSI model. It has recently been identified as being vulnerable to being cracked; one reason is that it provides no mechanism for key exchange, meaning that keys are often used for a long time. Combined with a small key and a weak cryptographic hash, this gives attackers ample opportunity to analyze traffic and derive the key. WEP, however, is better than nothing, and will deter casual troublemakers.

More recently, WPA and WPA2 (IEEE 802.11i), also at the data-link layer, offer tighter security but operating system support for these methods is inconsistent. On Microsoft Windows, for example, only Windows XP Service Pack 2 has support for WPA (Microsoft Corporation, 2005). To further complicate matters, a single access point may support both security methods simultaneously, but doing so reduces the effectiveness to that of the least secure method, and so gives a false sense of security (Wi-Fi Alliance, 2005).
For the application in this discussion, WEP with a planned key change once a month is sufficient. In addition, wireless has limited range, and IEEE 802.11g will lower its speed as the client’s distance point from the access point increases. This may be problematic for the high-bandwidth applications, but repeaters can be used to overcome this, in order to make the full 54Mbps data rate available around the entire house.
Legacy wiring

Legacy electrical and telephone wiring can be used to carry network data using the HomePlug
 and HomePNA
 technologies, respectively, and can be integrated into the broader network using bridge adapters. These methods will not be used in this discussion because their data rates are low (generally approximately 10Mbps), but are included for completeness. However, they could be considered for use for audio applications if wireless or Ethernet connections were challenging to implement in certain locations. As mentioned earlier, these subnetworks can be connected to the media network using bridges, if necessary.
Building the network

As mentioned previously, the assumed fictional scenario used for this discussion is that of an existing household with two televisions near two stereo systems, two personal desktop computers, and one notebook computer.

The personal desktop computers should be connected with Ethernet if at all possible, as they are expected to be generators of content and will benefit from Ethernet’s high speed when adding content to the library. If the installation of wiring is difficult, forced-air heating ducts may be one option for wire distribution. An acceptable second option is to use IEEE 802.11g wireless, or legacy wiring methods with the understanding that TV content may not be available to the PCs.
Each pair of television and stereo system are in the same physical location and each pair can be attached to a Media Center Extender. Of all the devices, it is most important to connect these to Ethernet because of their high data rate requirements. IEEE 802.11g may be used if absolutely necessary, with the understanding that simultaneous access from multiple stations may be complicated. Alternatively, a separate IEEE 802.11g network on a different wireless channel just for the televisions may be setup and bridged to the rest of the network (Vincent, 2005).
The notebook computer will benefit from the IEEE 802.11g wireless network for Internet access, as many notebooks have integrated support for this protocol; at the very least, it is available as an accessory. Because notebooks are mobile, they can float and connect to different interfaces depending on the required application, so the notebook is not a device of major consideration in this discussion.
Accessing the content

The media server is stored in a central location. Since such devices are normally unsightly and noisy relative to the typical living room environment, it is best to confine the server to an out-of-the-way location and access content via digital terminals. Digital terminals for the Media Center environment come in the form of Media Center Extenders
, which present all of the content managed by the media server (such as music, photographs, home videos, and television content) on normal televisions and home audio systems. In addition, notebook computers can act as digital terminals.
In the proposed network environment, personal computers import new digital content to their local hard drives, where it is edited and rendered to a compressed storage format (for example, MPEG-2 for video content, MP3, WMA, or AAC for audio content, and JPEG or PNG for photo content). The compressed format is then stored on the media server, where it is automatically indexed by the server and made available to the terminals.
The media server itself is responsible for distributing television around the house to the extenders. The extenders have a client relationship to the server The server also provides TV recording functionality, and makes TV recordings available to any location with an extender from a common set of recordings. The number of simultaneous live TV sessions is limited by the number of tuners installed in the server.
Internet content is accessed through the broadband Internet connection, which is discussed in more detail in the section titled “Getting broadband Internet access to the home”.
Bridging the gap

Existing analog-based content can be incorporated into the digital network using various bridging methods. Support tools for many such methods are available from multiple vendors because of the popularity of making old content available in a new format.

Digital Video (DV) bridging can be used to input analog video and output digital video, which is then recorded on the PC as if working natively with a digital device and added to the digital library. Compact Disc (CD) ripping can be used to take extract the native digital content from a CD without passing it through an analog conversion, as is done by CD players. The content can then be stored as an MPEG Layer III (MP3) compressed audio file for use on digital terminals and portable MP3 players. Finally, film, slide and photo scanners can be used to convert photographs, slides, and filmstrips to a digital format.
Once analog content is converted to digital format using these methods, it can be protected and accessed in the same way as all of the other natively digital content on the media network.
Getting broadband Internet access to the home
Getting large amounts of data into and out of the home – for example, to share or access content generated or stored at home with friends and family, or to access upcoming Internet-based media content – benefits greatly from a high rate of data transfer. Telephone lines have traditionally been used for data transfer through the use of modems, which convert digital data to analog signals at one end, and vice versa at the other end. However, this method has a limit: the Shannon channel capacity of a telephone line is 45,200 bits/second (Garcia, & Widjaja, 2004, p. 114), which is too low for timely transfer even modest digital photograph collections; a 100-megabyte photograph collection (about 100 photos of good quality using JPEG compression) would take almost 5 hours
, while also preventing the telephone lines from being used for voice calls, and this is only under ideal conditions. Much higher data rates are available through broadband Internet access, which is provided by many different companies in many different ways. Any of these connections can be added to the home network using a router which provides Network Address Translation (NAT) services, making the Internet available to many computers using only one IP address. A brief discussion of each broadband provision technology follows.
Telephone lines

To remain competitive, telephone companies began to adapt their infrastructure to support a technology called Digital Subscriber Line (DSL). This technology operates over existing telephone wiring while also allowing simultaneous use of the line for voice calls. The technology is sensitive to distance from the telephone company’s Central Office (CO), and therefore may not be available in many areas, particularly in rural areas or in parts of other sparsely populated communities (Peden, & Young, 2001, p. 272). One Canadian DSL operator offers speeds of up to 5Mbps
, which would transfer the aforementioned photograph collection in under 3 minutes
.
Satellite

To provide Internet access by satellite, the downstream data are transmitted to the user from a satellite to the user’s satellite dish, and the upstream data are transmitted either by the dish back to the satellite, or over a telephone-based modem. In both cases, download speed is faster than using a traditional modem (~500 kbps), but upload speed is approximately one-tenth of the download speed. Satellite Internet uses IP multicasting to support 5000 channels of communication from a single satellite. This method is ideal for rural areas because the key requirement is a clear view of the south sky. No wires other than telephone wires (if two-way satellite is not available) need to be run to the user’s house to support this technology (HowStuffWorks, Inc., 2005a).
Cable television lines

Cable television lines can provide Internet access by dedicating one of the 6MHz-wide channels, normally used to carry a television channel, to carry downstream Internet data, and an additional 3.2Mhz-wide channel to carry upstream data (Wilson, 2005). One Canadian cable operator offers speeds of up to 10Mbps
, which would transfer the aforementioned photograph collection in just over 1 minute
. Unlike DSL, Cable is not limited by distance from the CO, so is normally available to a broader audience in areas where cable television lines are already installed. However, cable companies must upgrade their existing networks to support reliable two-way communication (Franklin, 2005).
Electricity lines

The use of electricity lines to deliver broadband Internet access has been discussed for some time and is attractive not only because of the broad reach of electricity lines to subscriber homes, but also because of the fact that every device connected to an electrical outlet could theoretically be connected to the Internet without additional wiring. Electrical outlets in homes are plentiful, even more so than telephone outlets (Poe, 2005).
Wireless

Wireless broadband Internet offers new potential because it can extend Internet access to mobility; cars, notebook computers, Portable Digital Assistants (PDA), and cell phones can all receive fast Internet access. It is particularly important to this discussion because of how available it makes content generated or stored in the home to other locations outside the home, regardless of location. Some operators already provide a proprietary broadband wireless service, but this is expected to be standardized with the recent push to adopt the newly-ratified IEEE 802.16e standard for wireless Metropolitan Area Networks (MAN) by the WiMAX forum (WiMAX Forum, 2005). IEEE 802.16e promises speeds to fixed locations of up to 18.7Mbps per sector (to a total of 75Mbps per base station) within a base station radius of 2-10km in urban areas, and 50km in rural areas. Intel Corporation already has hardware available (Intel Corporation, 2005c) to support this standard, and expects to begin offering it in mobile products in 2006 (Intel Corporation 2005b).
Natural gas pipelines

The use of natural gas pipelines to deliver broadband Internet access is an emerging concept which claims to potentially offer 100Mbps Internet service using ultra wideband wireless technology within the gas pipelines themselves. The claims have not yet been verified in real-world testing (Reardon, 2005).
Conclusion

There are enough technologies now available at an affordable price to construct a digital media network that suits the peculiarities of many different home environments. The construction of a digital media network for the home revolving around a centralized media server will have immediate benefits in facilitating access to digital content in comfortable environments while also preparing the home to access subscription-based Internet content as it becomes available. In addition, by centralizing storage of digital assets, the security concerns about availability and integrity of purchased digital content and archived family memories will be put to rest.
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